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Prerequisites: This comprehensive course is taught at an accelerated pace. In order to have a successful
learning experience, students should have existing knowledge of, and support experience with, networked
desktop and notebook computers, as well as advanced user-level skills in Windows Vista, Windows XP, or

Windows 7.

Audience: This course is ideal for those who perform network troubleshooting, installation, or maintenance,
or if you are preparing for any type of network-related career.

Description: Our CompTIA Network+ N10-008 courseware covers the concepts and skills needed to plan,
install, maintain, and troubleshoot modern networks in a vendor-neutral format. This includes physical
network components and technologies, logical structures, common protocols, and network security. This
course maps to the CompTIA Network+ N10-008 certification exam. Exam objective coverage is marked
throughout the course, and there is an extensive glossary appendix.

This course assumes that you have basic knowledge at using and maintaining individual workstations. The
knowledge required to obtain the CompTIA A+ certification is helpful but not necessary.

Course Objectives:

In this course, you will describe the major networking technologies and systems of

modern networks, and be able to configure, manage, and troubleshoot modern networks.

OUTLINE:

CHAPTER 1:

CHAPTER 2:

CHAPTER 3:

CHAPTER 4:

CHAPTER 5

FUNDAMENTALS

Module A: Networking concepts
Module B: Classifying networks
Module C: Network models
Module D: The troubleshooting
process

LAN TECHNOLOGIES
Module A: Connection technologies
Module B: Network devices

PHYSIAL CONNECTIONS

Module A: Copper media
Module B: Optical media
Module C: Ethernet standards

IP PROTOCOLS

Module A: IP addresses
Module B: Address resolution and
Assignment

: TCP/IP PROTOCOLS

Module A: Core protocols
Module B: Network ports and
applications

CHAPTER 6:

CHAPTER 7:

CHAPTER 8:

CHAPTER 9:

INTERNETWORKING

Module A: Switching

Module B: Routing

WIRELESS LANS

Module A: Wireless networks
Module B: Wireless LAN Standards
WIDE AREA NETWORKS

Module A: Internet connections
Module B: WAN infrastructure
CYBERSECURITY PRINCIPLES

Module A: Goals and threats
Module B: Digital Security
Module C: Transport Encryption

CHAPTER 10: DEFENDING NETWORKS

Module A: Network Security
Components

Module B: Physical Security
Module C: Network Authentication
Systems

Module D: Hardening Networks
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CHAPTER 11: EVOLVING NETWORK
TECHNOLOGIES

e  Module A: Network Convergence
e  Module B: Virtual and Cloud
Systems

CHAPTER 12: NETWORK OPERATIONS

e  Module A: Monitoring and
Optimization

e Module B: Fault Tolerance and
Disaster Recovery

e  Module C: Incident Response

CHAPTER 13: NETWORK PLANNING

e  Module A: Network Policy Design

e Module B: Network Installation

e Module C: Maintenance and
Upgrades
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